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competent jurisdict ion, or as expressly 
authorized in wri t ing by the Under 
Secretary, no person, fi rm, or other en-
t i ty may: 

(1) Disclose SAF ET Y  Act Confiden-
t ial  I nformation (as defined above) to 
any person, fi rm, or other enti ty, or 

(2) Use any SAF ET Y  Act Confidential  
I nformation for his, her, or i ts own 
benefi t  or for the benefi t  of any other 
person, fi rm, or other enti ty, unless 
the appl icant has consented to the re-
lease of such SAF ET Y  Act Confidential  
I nformation. 

(c) L egends. Any person, fi rm, or 
other enti ty that submits data or in-
formation to the Department under 
this P art may place a legend on such 
data or information indicating that the 
submission consti tutes SAF ET Y  Act 
Confidential  I nformation. T he absence 
of such a legend shal l  not prevent any 
data or information submitted to the 
Department under this P art from con-
sti tuting or being considered by the 
Department to consti tute SAF ET Y  Act 
Confidential  I nformation. 
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SOURCE: 72 F R  17729, Apr. 9, 2007, unless 
otherwise noted. 

Subpart A—General 
§ 27.100 Purpose. 

T he purpose of this P art is to en-
hance the securi ty of our Nation by 
furthering the mission of the Depart-
ment as provided in 6 U.S.C. §111(b)(1) 
and by lowering the risk  posed by cer-
tain chemical  faci l i t ies. 

§ 27.105 Definitions. 
As used in this part: 
A  Commercial  Grade (A CG) shal l  refer 

to any qual i ty or concentration of a 
chemical  of interest offered for com-
mercial  sale that a faci l i ty uses, stores, 
manufactures, or ships. 

A  P lacarded A mount (A P A ) shal l  refer 
to the ST Q for a sabotage and contami-
nation chemical  of interest, as cal -
culated in accordance with §27.203(d). 

A lternative Security  P rogram or A SP  
shal l  mean a third-party or industry 
organization program, a local  author-
i ty, state or F ederal  government pro-
gram or any element or aspect thereof, 
that the Assistant Secretary has deter-
mined meets the requirements of this 

VerDate Nov<24>2008 13:27 Feb 10, 2009 Jkt 217011 PO 00000 Frm 00148 Fmt 8010 Sfmt 8010 Y:\SGML\217011.XXX 217011ys
h

iv
e

rs
 o

n
 P

R
O

D
1

P
C

6
2

 w
ith

 C
F

R



139 

Office of the Secretary, DHS § 27.105 

P art and provides for an equivalent 
level  of securi ty to that establ ished by 
this P art. 

A ssistan t Secretary shal l  mean the As-
sistant Secretary for I nfrastructure 
P rotection, Department of Homeland 
Securi ty or his designee. 

Chemical F aci l i ty  or faci l i ty  shal l  mean 
any establ ishment that possesses or 
plans to possess, at any relevant point 
in t ime, a quanti ty of a chemical  sub-
stance determined by the Secretary to 
be potential ly dangerous or that meets 
other risk -related cri teria identi fied by 
the Department. As used herein, the 
term chemical  faci l i ty or faci l i ty shal l  
also refer to the owner or operator of 
the chemical  faci l i ty. Where mult iple 
owners and/or operators function with-
in a common infrastructure or within a 
single fenced area, the Assistant Sec-
retary may determine that such own-
ers and/or operators consti tute a single 
chemical  faci l i ty or mult iple chemical  
faci l i t ies depending on the cir-
cumstances. 

Chemical of  I n terest shal l  refer to a 
chemical  l isted in appendix A  to part 
27. 

Chemical Security  A ssessment T ool or 
CSA T  shal l  mean a suite of four appl i -
cations, including User Registrat ion, 
T op-Screen, Securi ty Vulnerabi l i ty As-
sessment, and Site Securi ty P lan, 
through which the Department wi l l  
col lect and analyze key data from 
chemical  faci l i t ies. 

Chemical-terror ism V u lnerabi l i ty  I n for-
mation  or CV I  shal l  mean the informa-
tion l isted in §27.400(b). 

Coordinating O ff icial  shal l  mean the 
person (or his designee(s)) selected by 
the Assistant Secretary to ensure that 
the regulations are implemented in a 
uni form, impartial , and fair manner. 

Covered F aci l i ty  or Covered Chemical  
F aci l i ty  shal l  mean a chemical  faci l i ty 
determined by the Assistant Secretary 
to present high levels of securi ty risk , 
or a faci l i ty that the Assistant Sec-
retary has determined is presumptively 
high risk  under §27.200. 

CU M  100g shal l  refer to the cumu-
lat ive ST Q of 100 grams for designated 
theft/diversion-CW/CWP  chemicals and 
which is located in appendix A  to part 
27 as the entry for the ST Q and M in-
imum Concentration of certain theft/ 
diversion-CW/CWP  chemicals. 

D epartment shal l  mean the Depart-
ment of Homeland Securi ty. 

D eputy Secretary  shal l  mean the Dep-
uty Secretary of the Department of 
Homeland Securi ty or his designee. 

D irector of the Chemical  Security  D ivi-
sion  or D irector shal l  mean the Director 
of the Chemical  Securi ty Division, Of-
fice of I nfrastructure P rotection, De-
partment of Homeland Securi ty or any 
successors to that posit ion within the 
Department or his designee. 

General  Counsel shal l  mean the Gen-
eral  Counsel  of the Department of 
Homeland Securi ty or his designee. 

O perator shal l  mean a person who has 
responsibi l i ty for the dai ly operations 
of a faci l i ty or faci l i t ies subject to this 
P art. 

O wner shal l  mean the person or enti -
ty that owns any faci l i ty subject to 
this P art. 

P resent h igh  levels of security  r isk  and 
h igh  r isk  shal l  refer to a chemical  faci l -
i ty that, in the discretion of the Sec-
retary of Homeland Securi ty, presents 
a high risk  of signi ficant adverse con-
sequences for human l i fe or health, na-
t ional  securi ty and/or cri t ical  eco-
nomic assets i f subjected to terrorist 
attack , compromise, infi l trat ion, or ex-
ploi tat ion. 

R isk  prof i les shal l  mean cri teria iden-
t i fied by the Assistant Secretary for 
determining which chemical  faci l i t ies 
wi l l  complete the T op-Screen or pro-
vide other risk  assessment informa-
tion. 

Screen ing T hreshold Q uantity  or ST Q  
shal l  mean the quanti ty of a chemical  
of interest, upon which the faci l i ty’s 
obl igation to complete and submit the 
CSAT  T op-Screen is based. 

Secretary  or Secretary of H omeland Se-
curity  shal l  mean the Secretary of the 
Department of Homeland Securi ty or 
any person, officer or enti ty within the 
Department to whom the Secretary’s 
authori ty under Section 550 is dele-
gated. 

Security  I ssue shal l  refer to the type 
of risks associated with a given chem-
ical . F or purposes of this part, there 
are four main securi ty issues: 

(1) Release (including toxic, flam-
mable, and explosive); 

(2)T heft and diversion (including 
chemical  weapons and chemical  weap-
ons precursors, weapons of mass effect, 
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and explosives and improvised explo-
sive device precursors), 

(3) Sabotage and contamination, and 
(4) Cri t ical  to government mission 

and national  economy. 
T error ist attack  or terror ist incident 

shal l  mean any incident or attempt 
that consti tutes terrorism or terrorist 
activi ty under 6 U.S.C. 101(15) or 18 
U.S.C. 2331(5) or 8 U.S.C. 
1182(a)(3)(B)(i i i ), including any incident 
or attempt that involves or would in-
volve sabotage of chemical  faci l i t ies or 
theft, misappropriat ion or misuse of a 
dangerous quanti ty of chemicals. 

T ier shal l  mean the risk  level  associ -
ated with a covered chemical  faci l i ty 
and which is assigned to a faci l i ty by 
the Department. F or purposes of this 
part, there are four risk -based t iers, 
ranging from highest risk  at T ier 1 to 
lowest risk  at T ier 4. 

T op-Screen  shal l  mean an ini t ial  
screening process designed by the As-
sistant Secretary through which chem-
ical  faci l i t ies provide information to 
the Department for use pursuant to 
§27.200 of these regulations. 

U nder Secretary shal l  mean the Under 
Secretary for National  P rotection and 
P rograms, Department of Homeland 
Securi ty or any successors to that po-
si t ion within the Department or his 
designee. 

[72 F R 17729, Apr. 9, 2007, as amended at 72 
F R 65418, Nov. 20, 2007] 

§ 27.110 Applicability. 

(a) T his P art appl ies to chemical  fa-
ci l i t ies and to covered faci l i t ies as set 
out herein. 

(b) T his P art does not apply to faci l i -
t ies regulated pursuant to the Mari -
t ime T ransportation Securi ty Act of 
2002, P ub. L . 107–295, as amended; P ub-
l ic Water Systems, as defined by Sec-
t ion 1401 of the Safe Drink ing Water 
Act, P ub. L . 93–523, as amended; T reat-
ment Works as defined in Section 212 of 
the F ederal  Water P ol lut ion Control  
Act, P ub. L . 92–500, as amended; any fa-
ci l i ty owned or operated by the Depart-
ment of Defense or the Department of 
Energy, or any faci l i ty subject to regu-
lat ion by the Nuclear Regulatory Com-
mission. 

§ 27.115 Implementation. 
T he Assistant Secretary may imple-

ment the Section 550 program in a 
phased manner, selecting certain 
chemical  faci l i t ies for expedited ini t ial  
processes under these regulations and 
identi fying other chemical  faci l i t ies or 
types or classes of chemical  faci l i t ies 
for other phases of program implemen-
tation. T he Assistant Secretary has 
flexibi l i ty to designate part icular 
chemical  faci l i t ies for speci fic phases 
of program implementation based on 
potential  risk  or any other factor con-
sistent with this P art. 

§ 27.120 Designation of a coordinating 
official; Consultations and technical 
assistance. 

(a) T he Assistant Secretary wi l l  des-
ignate a Coordinating Official  who wi l l  
be responsible for ensuring that these 
regulations are implemented in a uni -
form, impartial , and fair manner. 

(b) T he Coordinating Official  and his 
staff shal l  provide guidance to covered 
faci l i t ies regarding compl iance with 
this P art and shal l , as necessary and to 
the extent that resources permit, be 
avai lable to consult and to provide 
technical  assistance to an owner or op-
erator who seeks such consultat ion or 
assistance. 

(c) I n order to ini t iate consultat ions 
or seek  technical  assistance, a covered 
faci l i ty shal l  submit a wri tten request 
for consultat ion or technical  assistance 
to the Coordinating Official  or contact 
the Department in any other manner 
speci fied in any subsequent guidance. 
Requests for consultat ion or technical  
guidance do not serve to tol l  any of the 
appl icable t imel ines set forth in this 
P art. 

(d) I f a covered faci l i ty modifies i ts 
faci l i ty, processes, or the types or 
quanti t ies of materials that i t  pos-
sesses, and bel ieves that such changes 
may impact the covered faci l i ty’s obl i -
gations under this P art, the covered fa-
ci l i ty may request a consultation with 
the Coordinating Official  as speci fied 
in paragraph (c). 

§ 27.125 Severability. 
I f a court finds any port ion of this 

P art to have been promulgated without 
proper authori ty, the remainder of this 
P art wi l l  remain in ful l  effect. 
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